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II. Network/System Security Recommendations
An assessment of the physical security requirements of University of Maryland University College (UMUC) showed some weaknesses which need to be addressed from different angles. First, UMUC has not developed a formal procedure that grants access to whoever visits the building. As a result, guests with no authority are able to access sensitive areas. Second, the three aspects of physical security of the building and network itself including prevention, detection, and recovery were not considered while developing the network within the building. The network plan does not consider extensive ways through which network can be secured in case of attack or disasters. The different aspects found from the assessment of the physical security for the institution network calls for a number of approaches that could be included in the institution network. These primarily include device configurations and set up, and physical development of the perimeter. 	Comment by Chuck Pak: Use subtitles to break into each topic. 
UMUC needs to set up networked surveillance cameras within the building premises to ensure that every part of the building is under watch at all times. They should also set up pole-top cameras around the building which will provide a video feed to remote monitoring location or video recording device and a call station which will allow communication between a guard and the surveillance personnel [1]. Access control can further be made possible by limiting entry into the building. The institution should install doors with no exterior handles and should be connected to alarms that send a notification to security personnel whenever there’s entrance or potential breach. Access control should further be extended to the data centers and server rooms where there can be introduced the use of biometric scans and ID cards to get access to these areas. 
A further requirement on devices such as smartphones, laptops, tablets and other mobile phone device includes three major elements all of which if not taken care of, may compromise the UMUC network. The three major elements are hardware encryption, remote wiping, and the ability to set a passcode policy. The network team should ensure that all the requirements are fixed before any mobile device is allowed to access the institution’s data and applications. Data files, including other computer documents within the network should also be encrypted to lock out possible unauthorized access. Another important element that UMUC has set up, is a well-developed building with impressive parameter walls. However, much needs to be done to make sure that unauthorized access to the network is thwarted in every measure. In the server rooms, the institution should mount intrusion detection systems to keep people from getting too close to it. The network admin should further adopt a hard approach while configuring the router from its default settings [2]. The same should also be done to the switches, access points, and firewalls. 
The UMUC network devices constitute hubs, switches, routers and gateways all of which have been hosted from the server. The router representing the common device across the network and since it is vulnerable to attacks, it is recommended that the institution migrates to Cisco series router with integrated services. This is because these routers come with embedded hardware encryption acceleration, optional firewall which they should put up, intrusion detection and prevention, call processing, voice, and video-capable DSP slots and application services [3]. Once this has been done, the institution further needs to configure the IDS and firewall. ICMP ping requests will need to be blocked to make sure that unattended ping requests do not target any computer within the network. IP source routing should also be disabled to allow the host to specify the packet’s route through the institution network instead of letting the network components to determine the best path [4]. 
Packet filtering needs for the network users are also a very rudimental configuration process which will make sure that the institution determines the network filtering needs [5]. It involves blocking ports which from the assessment shows that some of the unused ports were susceptible to attacks by such threats as Trojan horse. The institution should, therefore, set port (80) for web traffic and 110/25 for SMTP, each of these being allowed to come from a dedicated address. The remianing ports in the network should then be disabled. Port 31337 (TCP and UDP) should be blocked to secure the network server from a back office. Through packet filtering, both inbound and ingress filtering can be done to block packets from every reaching the institution network. Since the UMUC network is not offering DNS services to the internet, the router must be configured to block inbound TCP and UDP traffic to port 53. It will eliminate the extraneous requests for DNS servicing on a network that does not offer DNS. Connections can further be restricted to port 25/TCP and also limiting the number of users on the network by allowing them to have access on the http (port 80/TCP) on the Internet.
UMUC network admin needs to put in place a robust server or host that will curb all the vulnerabilities. Other than the primary network server, the institution needs to set up a bastion host. This will fulfill all the particular roles with unnecessary services, programs, protocols, and network ports disabled. The host will not share authentication with trusted network users so that in case it is compromised, the intruder will have not ‘the keys to castle’. A hardened configuration should be done on the network including disabling of all the unnecessary UDP and TCP ports, all non-critical services and daemons removed, the appropriate service packs, latest hot fixes, and patches shall be installed. Logging of all the security-related actions should be enabled and steps should be taken to ensure that intruders who succeed to access the network do not erase evidence of their access. The main server should also be configured between two firewall ports (80 and 443) to make sure that the visitors and the students who get access to the internet do not access the local computers within the institution [6].
	Comment by Chuck Pak: Each section can include more details .
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